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Foreword

Glen Forbes

As a co-founder of Forbes and Wallace Ltd, and creator of OceanusLive.org, Glen Forbes
brings his expert knowledge of maritime piracy in the foreword for the February 2012
issue of ENGAGED Magazine.

The Present and Future Value of Persistent Long
Range Strike
The evolving nature of the US’s military posture, as reflected in the recently proposed
budget, has raised the profile of long-range strike initiatives.

”Tell Me How This Ends”

Arnold Lewis

Persian ‘Cats

Michael Durao

Losing the Beast

Phil Futuyma
Allison Maykuth

Longtime Beowulf contributor Arnold Lewis explains why despite the lack of evidence that
Iran even wants a nuclear weapon, many foreign policy experts and politicians continue
to beat the drums of war and why a pre-emptive strike against Iranian nuclear facilities is
a horrible idea.

Six years after the U.S. Navy Retired the venerable F-14 Tomcat, are those flown by Iran
still relevant?

When the Islamic Republic News Agency, Iran’s state-run media outlet, reported in early
December of 2011 that a highly advanced unmanned American drone had been shot
down and captured by Iranian forces, the American media scrambled for answers.
Now, Allison Maykuth and Phil Futuyma examine the current state of national security
after the loss of the RQ-170 Sentinel over Iran.

Piracy: More than a Nuisance?

Sarah Wade

Far from cutthroat roving bands of marauders, piracy has been demoted from high seas
terror to a mere nuisance. However, the numbers of attacks have increased dramatically
in the past several years. Beowulf Intern Sarah Wade highlights why as pirates are
become bolder, and why there is more concern at the international level to stop piracy.
Photo Credit: Islamic Republic News Agency (Iran’s State Run Media)
Officials from the IRGC Inspect the recovered wreckage of the RQ-170 Sentinel.
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FOREWORD
Glen Forbes

As a co-founder of Forbes and Wallace Ltd, and creator of OceanusLive.org, Glen Forbes brings his expert knowledge of maritime
piracy and lays a focus on the difference between Intelligence and Information, and its importance to those who sail the Indian
Ocean in the foreword for the February 2012 issue of ENGAGED Magazine.
“…A whole-government solution to maritime information sharing challenges. NMIO neither collects nor produces intelligence. It
breaks down barriers to information sharing and creates enabling structures and cultures to set the conditions for maritime partners
to optimally share data…"
—The U.S. National Maritime Intelligence-integration Office
The foundation of Maritime Domain Awareness is undoubtedly information sharing, on a global scale for the seafaring community. Intelligence exchange
or integration is a function of the information gleaned. Any seafarer will state that they need information, not intelligence. Intelligence is made available
to a select few, whereas information moves freely. It flows between those that need and want it. The distinction between the two aspects is
fundamental to enhancing Maritime Domain Awareness for military authorities, and private concerns alike, in order to provide security and safety to the
maritime community.
To truly enable the directives cited in the ‘Piracy: Orchestrating the Response’ campaign started in 2011; the International Maritime Organization aims to
improve co-operation, coordination, and collaboration between commercial shipping, military, and private security forces. Information has to flow
freely—yet be sufficiently controlled to secure not only maritime commerce, but also global economic security through economy of maritime effort. 

Glen Forbes, along with Ryan Wallace is a co-founder of OCEANUSLive.org. The idea for OCEANUSLive.org came about when they both realized the
need for closer collaboration between maritime vessels found in high threat or dangerous environments. Developed through ForbesWallace Ltd., Glen
and Ryan’s umbrella company, OCEANUSLive.org was built in partnership with Polymorph Ltd, a company instrumental in delivering exciting and
innovative IT products. With the experience, drive, and credibility in the command team behind it, OCEANUSLive.org will continue to develop and lead
innovation in real-time collaborative communications for the maritime industry.
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IDGA EDITORIAL

The Present and Future Value of Persistent Long
Range Strike
An IDGA Editorial
The evolving nature of the US’s military posture, as reflected in the recently proposed budget, has raised the profile of certain
sectors of the US military while lowering others. One area that is garnering increased resources are long-range strike initiatives.

Photo Credit: U.S. Air Force photo
A two-ship formation of B-1B Lancers assigned to the 28th Bomb Squadron, Dyess Air Force Base, Texas, release chaff and flares while maneuvering over New Mexico during a training mission Feb.
24, 2010. Dyess celebrates the 25th anniversary of the first B-1B bomber arriving at the base.

L

ieutenant General (ret) Robert Elder is the Former Commander, 8th Air Force Command for the US Air Force and an
expert of LRS, recently spoke to IDGA about the present and future value of persistent long-range strike capabilities. Lt
Gen Elder explained that within the content of LRS, persistent “implies the ability to loiter.”

The attribute of persistent strike capabilities “can be used to influence (for example, to deter, assure, coerce) actor behaviors,”
he said, “It also enables targeting to occur after launch, using both onboard and off board sensors.”
In that way, he said, persistent LRS has the ability to assist in regional shaping. “Persistent LRS can demonstrate resolve or
commitment,” said Lt Gen Elder. “Just the presence of highly capable LRS platforms can often be sufficient to create
operational and even strategic effects.”
While there are characteristics of persistent LRS which have remained consistent over time—including that ability to demonstrate resolve to other
nations, long-range strike has also evolved in a number of ways as well, he said.
“Our initial understanding of deterrence and assurance developed during the Cold War, and consisted primarily of a declared policy to
respond with nuclear weapons to existential threats to the Nation or our Allies…Since then, our thinking has evolved, reflecting our
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greater understanding of deterrence ops: We now understand that the real objective is to influence the decision calculus of both
adversary and friendly actors to behave in ways that do not jeopardize the Nation's vital interests.”
Lt Gen Elder continued that “In addition to the traditional ‘threaten to impose punishment’ elements, it also involves actions to reduce the cost to the
actor of acting in ways favorable to the US and providing benefits for favorable behaviors. For example, there are several cases where our commitment
to a friend allows it to assume a less threatening posture which leads a mutual adversary to respond in kind.”
According to Lt Gen Elder, the bolstering of US long-range strike capabilities only figures to increase in the coming years.
“The recent shift in US defense strategy, which places increased emphasis on maintaining regional and global stability, will drive an increased
requirement for long-range capabilities, particularly those that can provide persistent, visible presence,” he said. “Also, LRS becomes increasingly
important as we reduce our overseas presence, as well as when our strategy calls for using US capabilities to enable indigenous forces to conduct their
operations successfully, rather than conducting all the operations for them.” 

Lieutenant General Robert Elder (Ret.) is the Former Commander, 8th Air Force Command for the US Air Force. He will be addressing the value of
persistent long-range strike at IDGA’s Long-Range Strike Summit, to be held from March 26-28, 2012 in Washington, DC.
For more information on the event, visit www.longrangestrike.com, http://bit.ly/yeapFv, or call 1-800-882-8684.
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ESSAY

“Tell Me How This Ends”

Arnold Lewis

Why a Pre-Emptive Strike against Iranian Nuclear Facilities is a
Horrible Idea
Despite the lack of evidence that Iran even wants a nuclear weapon, many foreign policy experts and politicians continue to beat
the drums of war.

Photo Credit: PressTV
Iran's IRGC Navy test fires a domestically designed and built Mehrab anti-radar missile in the Strait of Hormuz on January 1, 2012.

F

oreign Affairs published an article in January by nuclear expert Matthew Kroeing, which simply states that now is the time to attack Iran.
Senators Lindsey Graham (R-SC) and Joseph Lieberman (I-CT) have announced their intention to introduce legislation ruling out the containment
of a nuclear-armed Iran, saying, “The beginning of enrichment at the Fordow facility marks an alarming leap forward by the Iranian nuclear

program. Despite the increased sanctions put in place over the last several years, the American people should have no illusions: time is now quickly
running out to prevent a nuclear-armed Iran.” As a not-so-covert war between the US/Israel and Iran continues to heat up, it seems that both sides are
edging closer to war. Although the current administration has not taken any options “off the table,” a strike against Iran would fail to end the nation’s
nuclear ambitions, any strike would have to include Iran’s conventional and unconventional deterrents, and there is no peaceful resolution following an
airstrike.
Ambitions and Preemptive Strikes
For one, simply attacking Iranian nuclear facilities will not prevent Iran’s nuclear ambitions, either for peaceful technology or otherwise. After the Israeli
Air Force conducted Operation Opera – the Osirak raid – in 1981, Saddam simply ramped up his efforts to acquire a nuclear weapon. 1 However,
Saddam’s nuclear capabilities were only destroyed following Iraq’s military defeat in Desert Storm 2. This experience offers a chilling conclusion: any
airstrike would only delay, not stop, Iran’s nuclear program. In addition, such “preemptive strikes” only provide legitimacy to the regime. Following the
Osirak raid, the United Nations strongly condemned the attack in UN Security Council Resolution 487 3, and the west, somewhat hypocritically, expressed
their outrage. Margaret Thatcher said the raid was an "Armed attack in such circumstances cannot be justified. It represents a grave breach of

1
2
3

Federation of American Scientists, Iraqi Nuclear Weapons
Central Intelligence Agency, Regime Strategic Intent
United Nations, UNSCR487

Beowulf Defense and Security
Pittsburgh Pennsylvania
United States
http://www.beowulfdefense.com

Engaged | 7

February 2012
ENGAGED
A Look at Security, States and the Sea
international law," and even the New York Times condemned the attack, saying, "Israel's sneak attack... was an act of inexcusable and short-sighted
aggression.”4 Such a preemptive strike, an act of aggression under international law, only strengthens Tehran’s position and weakens that of the United
States. This, of course, is an unacceptable outcome.
Retaliation
Two, any operation to destroy Iranian nuclear facilities also has to demolish Iran’s ability to retaliate. This makes the operation infinitely more complex;
Iran’s retaliatory capabilities were designed to cripple unfriendly assets in the region and abroad. These retaliatory assets can be categorized into two
groups: conventional and unconventional.
On the conventional end of the spectrum, a small fleet of versatile fast attack craft, a handful of diesel-electric submarines, and shore-based anti-ship
missiles offer the greatest chance of crippling US forces in the region. The Iranian Navy (and its sister force, the Iranian Revolutionary Guard Corps
(IRGC) Navy) operate a wide variety of western and eastern fast attack boats, including the Thondor-class (known in the People’s Liberation Army Navy
(PLAN) as the Houdong), the Zolfaqhar-class, and the Kaman/Sina-class of missile boat. The Thondor-class (the IRGC Navy operates 10) is capable of
launching four CSS-N-8 Saccade missiles, each with an estimated single-shot hit probability of 98%5. Each of these CSS-N-8 missiles is packed with a
400 pound warhead (for comparison, the bomb used on the USS Cole used 400 pounds of explosive), and the Thondor-class has a top speed of 35
knots. The Zolfaqhar, on the other hand, appears to be capable of launching two anti-ship cruise missiles or torpedoes, and sporting a low-observable
design, has been stated to be capable of reaching speeds around 72 knots per hour 6. The Kaman/Sina-class, like its Thondor-class cousins, is capable of
launching four RGM-84 or CSS-N-8 missiles. Such a capability gives the Iranian government the ability to swarm US carrier strike groups and invading
fleets.
Although many have sought to downplay the military significance of such craft, Millennium Challenge 2002 offers a harrowing reminder that good tactics
can overpower a technologically advanced foe. America’s largest war game, the simulation pitted Blue Force (the US, hereafter referred to as BLUFOR)
against Red Force (hereafter referred to as REDFOR), a militarily powerful Middle Eastern nation led by a megalomaniac, portrayed by retired Marine
Corps Lieutenant General Paul K. Van Riper7. Using swarming tactics – ones that Iranian leaders would have in their pockets – REDFOR’s simulated
attack using small missile boats sank sixteen BLUFOR ships: one Nimitz-class aircraft carrier, ten Ticonderoga-class cruisers, and five of the six
amphibious assault ships8. After the initial cruise-missile attack, REDFOR’s boats, which carried out conventional and suicide attacks destroyed another
portion of BLUFOR’s navy. Shortly thereafter, the Department of Defense ended the war-game and controversially restarted it, using overbearing
constraints on REDFOR which led to a BLUFOR victory.9 Such an attack in real life would cause a massive loss of life and cripple morale.
In addition, Iran operates a number of diesel-electric submarines (SSKs), similar to the type operated by the PLAN, which have managed to surface in
the middle of US naval exercises undetected. A few of these SSKs are armed with six 533mm torpedo tubes, capable of launching the “Hoot” super
cavitation torpedo – perhaps based on the fearsome VA-111 Shkval- would be devastating if such an SSK were able to penetrate the carrier’s picket.10
On the unconventional end of the spectrum, Iran also holds sway with Hezbollah, described by Israeli officer Gui Zur as “the greatest guerrilla group in
the world.” Its military branch, Al-Muqawama al-Islamiyya, consists of about 1,000 full-time members, each one highly skilled in guerilla warfare, and a
further 10,000 volunteers.11 Hezbollah could also use its potent rocket forces consisting of 10-15,000 Katyushas, Fajr-3s, and Fajr-5s, inflicting military

4

Jonathan Steele. The Guardian. “The Bush doctrine makes nonsense of the UN charter”
GlobalSecurity.org, “C-802”
FARS News Agency, “Iran Plans to Mass Produce World’s Fastest Speedboat Next Year”
7
Julian Borger. The Guardian. “Wake-up call.”
8
Ibid.
9
Ibid.
10
Richard Fisher. International Assessment and Strategy Center. “China’s Alliance With Iran Grows Contrary to US Hopes”
11
International Institute for Strategic Studies, “Agence France Presse – Analysis: Hebollah a force to be reckoned with.”
5
6
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and civilian casualties from inside Lebanon.12 In addition, Hezbollah has been equipped with CSS-N-8 missiles, the same kind used by the Iranian navy.
One of these missiles was employed in a successful attack against an Israeli warship, killing four of the crew and severely damaging it.13 All of these
factors makes Hezbollah an Ace in the pocket of Iran’s government, and is a force to be reckoned with.
“Tell Me How This Ends”
These were the words spoken by now retired General David Petraeus following the US invasion of Iraq. These same words should be taken into account
when discussing a strike against Iranian nuclear facilities. Really, there are only three endgames in this situation. The first is continued containment
following the strikes; however, this would be unsuccessful as the government, as previously stated, is likely to restart its efforts in earnest, backed by a
population angry with western sanctions and western violation of Iranian sovereignty. The second scenario would involve successive strikes against
Iranian nuclear facilities as they appear; however, this would simply lead to perpetual war. The final endgame has very little support, even amongst the
most ardent supporters of attacking Iranian nuclear facilities: regime change. Following the well-known experience of the Iraq War, there is no need to
explain why such an option is so unpopular.
Obviously, an attack on Iranian nuclear facilities would not only fail to meet its objectives, but such an operation would only lead to deadly retaliatory
attacks from conventional and unconventional forces in the Persian Gulf and elsewhere. The endgames for such an attack are highly unattractive and
politically unfeasible. With these choices off the table, there are only two options: continued containment or opening up the Iranian regime to the
globalized world. Continued containment would only draw resources away from the current strategic “pivot” to counter a rising China, and would hurt
US efforts to combat the threat of narco-terrorism in Latin America and anti-government groups in Africa. Opening the regime to the globalized world
seems to be the best option; the growing economic prosperity would lead to more internal reforms and the downfall of the hardliners in Tehran without
the unnecessary loss of life.
No matter the outcome, the situation is clear: a Persian incursion would almost certainly become a complete and total disaster. 

12
13

Ibid.
Frank Gardner. BBC News. “Hezbollah Missile Threat Assessed”
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FOCUS

Persian ‘Cats

Michael Durao

Six years after the U.S. Navy Retired the venerable F-14 Tomcat,
are those flown by Iran still relevant?
Often overlooked in analysis of Iran’s air defense capabilities is its fleet of F-14 Tomcats. Plagued by a lack of spare parts and with
its original fleet of 79 reduced to somewhere between 15 and 25 airframes, Global Security estimates that fewer than 10 could be
in flying condition and their relevance is generally dismissed by Western intelligence agencies.

Photo Credit: Beowulf Defense and Security
“Mig Killer”
F-14A 3-6024 (BuNo 160322) following its mid-90s refurbishment with a standard combat load. This airframe is well-known for its kill of a VVS MiG-25 during the Iran-Iraq War and today operates
with the 81st TFS/81st TFW out of the 8th TFB/Esfahan.

C

ertainly several airframes were lost to friendly fire and TF30 malfunctions during the Iran-Iraq War, and at least three were shot down by Iraqi
fighters, but the presence of F-14s in Iranian propaganda, parades, and candid photos indicate that they remain a key component of the IRIAF.
Especially after the loss of Iran’s sole A-50 AWACS, it is important to consider the roles that Iranian Tomcats perform alongside their traditional

interception capabilities, which are sure to be utilized in the event of an Israeli, Saudi, or Western airstrike on Iranian nuclear infrastructure.
Iran-Iraq War
During the Iran-Iraq War Tomcats behaved as high-tier assets for the IRIAF, often loitering at standoff range and acting as mini-AWACS to direct F-4s
and other fighters onto targets. Conscious of their Tomcats’ potency but scarcity, the IRIAF was reluctant to deploy Tomcats to escort deep strike
sorties except when absolutely necessary,14 and with the fleet’s dwindling numbers the West should anticipate that they will solely be used in this miniAWACS role. The recent appearance of Iranian F-14s armed with clearly visible AIM-54 Phoenixes demonstrates that the IRIAF has kept its Phoenixes
serviceable and that the F-14 retains a long-range engagement capability in addition to early warning.15 Given the failure of the AIM-23C program to
convert HAWK SAMs to air-to-air missiles and improbability that reports of R-33s aboard Iranian Tomcats are accurate, it is no surprise that the IRIAF
has placed priority on maintaining its AIM-54s. The IRIAF was not able to secure more Phoenixes during the Iran-Contra affair and received only 40
service life extension kits16, raising the possibility that internal components have expired and been replaced with subpar indigenous replacements.
However, they should still be considered BVR threats that outclass modern AIM-7 and AIM-120 variants in range. Even if extended range AIM-120Ds are
deployed against Iran, they can engage targets at less than half of an AIM-54A’s 100 nm range.

14
15
16

Cooper, Tom, and Farzad Bishop. Iranian F-14 Tomcat Units in Combat. Oxford: Osprey Publishing, 2004. Pg 83.
http://alert5.com/2012/01/30/photos-iranian-f-4s-f-14s-escorting-russian-knights/
Cooper, Tom, and Farzad Bishop. Iranian F-14 Tomcat Units in Combat. Oxford: Osprey Publishing, 2004. Pg 63.
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The Eyes of a Cat
The Tomcat’s AWG-9 radar itself poses a threat to any Western strike package that could attempt to breach Iranian airspace, and truly does provide the
IRIAF with early warning capabilities comparable to an AWACS. A single Tomcat can track 24 targets and engage 6, and they possess an early but
secure Link 4C datalink to share targeting information between Tomcats. Although a typical combat load in the IRIAF only includes 2 Phoenixes17,
limiting the simultaneous engagement capability, Tomcats’ persistent tracking well beyond the range of BVRAAMs such as AMRAAMs – in excess of 115
nm depending on target’s RCS18 – enables them to vector other fighters on target from a safe distance. This, combined with the AWG-9’s look-down
shoot-down capability significantly limiting the effect of terrain masking and the lack of stealth aircraft in the Israeli and Saudi air forces leaves potential
attackers with no countermeasures to AWG-9s other than jamming that would immediately give a strike package’s position away.
A Credible Deterrent
Deployment of F-22s by the USAF would overcome the threat of Tomcats, and low-RCS features present on F/A-18E/Fs and F-16s can mitigate the
threat to some degree, but with America’s unwillingness to contribute to an airstrike by regional powers, Iran’s F-14s should serve as a credible
deterrent to the IAF and RSAF that effectively make up for the nation’s lack of a countrywide IADS. 

17
18

Ibid.
http://www.novia.net/~tomcat/AWG9.html
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FEATURE
Phil Futuyma
Allison Maykuth

Losing the Beast
The State of National Security after the loss of the RQ-170
Sentinel

When the Islamic Republic News Agency, Iran’s state-run media outlet, reported in early December that a highly advanced
unmanned American drone had been shot down and captured by Iranian forces, the American media scrambled for answers.

Photo Credit: Islamic Republic News Agency (Iran’s State Run Media)
Officials from the Islamic Revolutionary Guard Corps inspect the recovered wreckage of the Lockheed Martin RQ-170 Sentinel.

T

his announcement sparked anxiety about American-Iranian relations, particularly as the United States weighs its options in dealing with the
political hostilities of a nation seeking nuclear-capabilities. When the Pentagon officially confirmed that a drone had gone missing along the
Iranian-Afghan border, more questions emerged.



How did the United States lose a $6 million high-tech spy drone?



How was the craft recovered with only slight damage, if indeed it was shot down, as Iranian officials claimed?



Did the drone really stray into Iranian airspace and crash due to malfunction, as the Pentagon explained?



Is it even the same drone Iran claims to have?

As more details emerged over the following days, it became clear that the immense secrecy involved in the event would ensure that these questions
would likely remain unanswered. Not only is the drone, an RQ-170 Sentinel, shrouded in classified information, but as a CIA operation, its details are
likely to remain unknown. While defense analysts will undoubtedly speculate as to the details of the mission and what really happened, the more
appropriate and immediate concern is how the capture of a secret reconnaissance drone by Iranian forces will affect American security interests.
Aside from these obvious questions about Iranian possession of American espionage equipment, it is necessary to first consider why Iran would have an
incentive to use such technology against the United States in the first place. Currently, the two nations maintain zero diplomatic relations, and a legacy
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of tension, perhaps due to different ideologies and national agenda, has prevented the emergence of a cordial relationship. In 1979, a radical group
called the Muslim Student Followers of the Imam's Line, infuriated by the United States’ decision to permit entry to the Shah Reza Pahlavi, former
deposed leader of Iran, seized 52 American diplomats from the American embassy in Tehran and held them hostage for over a year. 19 Iranians
suspected the United States of harboring intentions to return the Shah to power in Iran, while Americans considered the move to be a response to their
1953 coup against Prime Minister Mosaddeq. After this incident, Iran was considered a preeminent threat to national security, and the United States
decided to freeze billions of Iranian assets and oil exports from Iran. 20 The two countries have long argued over nuclear research and development,
another source of Iranian-American discord.
Conflict in the Strait of Hormuz
More recently, The United States and Iran entered into a state of heightened hostility when Iranian navy commander Admiral Habibollah Sayyari
declared that closing the Strait of Hormuz would “be easier than drinking a glass of water.” 21 According to The Economist, tankers carry one fifth of all
oil traded globally, or approximately 17 million barrels a day, through the 35-mile-wide strait in the Gulf of Oman. Though Sayyari’s statement is a gross
exaggeration, it is undeniable that the closure of the Strait of Hormuz would lead to drastic global economic repercussions, in addition to the strain it
would place on society. Understandably, the United States has expressed concern, especially after an American aircraft carrier passed through the strait
and Iran repeated threats to harm foreign vessels. Iran’s actions are a probable response to a December sanction signed by President Barack Obama
that effectively blocks foreign firms that make business transactions with the Central Bank of Iran from access to America’s financial system. This would
force countries that purchase Iranian oil to decide between continuing their purchases and remaining participants in the American market. As Iran
receives approximately 80% of its revenue from the oil market, this sanction greatly angered the government, which perhaps sparked the recent
conflict.3 The United States imposed the sanctions as a reaction to November reports of nuclear development in Iran. Though it is questionable whether
Iran truly has the capacity to close the strait, its dangerous message is clear to Americans: Iran is prepared to strike against the United States, and if
the United States organizes a preemptive strike against Iran, Iran does possess the capability to harm American carriers and tankers in the area, and
could even utilize its missiles.1
In regards to the American drone currently in Iranian hands, the Iranian government might view its possession as a crucial advantage over the United
States, giving it leverage in the mounting conflict. Access to American technology and information concerning the United States’ own defense priorities
does give Iran a psychological advantage, regardless of whether it is able to use the technology for its own purposes. With the present clash concerning
the Strait of Hormuz, Iran has even more incentive to use the drone against the United States, whereas perhaps in the past, it would not have been
considered of great importance. Whatever the Iranian government elects to do with the drone, this accident could not come at a more detrimental time
for the United States. Given that the United States regards Iran as a large threat, it is likely the drone was constructed with the most advanced
engineering and technology, making any information it carries particularly valuable, both to the United States and Iran 22
Iran’s Capabilities
Fortunately, many analysts do not expect Iran to have the competency to reverse-engineer the drone. According to the Washington Times, Iran does
not have the manufacturing capability for replication of the drone. 23 Moreover, such an endeavor would require extensive resources and would be
absurdly costly. Despite the fact Iran cannot independently recreate the drone, it can still recover essential American intelligence information, meaning
the United States cannot allow itself to be lured into a false sense of security. This information can help Iran evade future surveillance if it is able to
discern how the drone’s sensory functions operate, which could prove a major setback to American intelligence collection. Additionally, the drone could
provide information concerning the location(s) the CIA was targeting, suggesting Iran will be able to relocate its facilities and activities to less prominent

19
20
21
22
23

Pollack, Kenneth Michael. The Persian Puzzle: The Conflict Between Iran and America. New York: Random House Press, 2004. 155. Print.
“Crisis Guide:Iran.” Council on Foreign Relations. 22 January 2011. Web.
“Iran’s warning.” The Economist. 7 January 2012. 16 January 2012. Web.
Zenko, Micah. “Iran Has America's Super Spy Drone. So What?” Foreign Policy. 9 December 2011. 16 January 2012. Web.
Wong, Kristina. “U.S. drone a tech challenge for Iran.” The Washington Times. 12 January 2012. 16 January 2012. Web.
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or suspicious locations. Furthermore, Iran could turn to nations such as China, Russia, and other allies who do have the technological and
manufacturing abilities to reverse-engineer the drone. China and Russia are not outright enemies of the United States, yet neither are they allies,
making such partnerships a troublesome possibility.3
Further highlighting these worrying relationships, last May, the United States observed China’s influence in the region when Pakistan invited officials
from the People’s Republic to inspect the wreckage of an advanced stealth helicopter used in Operation Neptune Spear, the SEAL raid that ended with
the death of Osama bin Laden24. Given the extreme degree of deterioration in America-Iranian relations, it is certainly within reason to expect that Iran
will extend a similar offer to its major arms-supplier nations, Russia and China. Where Iranian scientists may fail in reverse-engineering the drone, the
more developed technological capabilities of Iran’s weapons-exporters can certainly yield results. China’s ability to learn from lost advanced technology
has already been demonstrated by its Chengdu J-20 and Chengdu J-10 fighters, which are presumed to be modeled after the American F-117
Nighthawk and the Israeli Lavi, respectively. The very existence of the J-20 and J-10 demonstrates a significant and suspicious advancement in China’s
stealth and air-combat technology and sheds light on the deepening foreign interest in recoverable technologies. 25,26 When reports surfaced that since
the late 80’s China had been in possession of the Lavi prototype, a cooperative American-Israeli project, concern was relatively minimal27. Even with
Russian cooperation on the J-10, the blossoming Chinese military power spent nearly two decades following a project that had been ultimately
abandoned by its original producers. When Croatian intelligence reported during the 1999 Kosovo conflict that Chinese agents had become active in the
region of a downed American F-117 Nighthawk, American interest took a more serious tone. Responding to Beijing’s introduction of the controversial J20, U.S. Secretary of Defense Robert Gates responded to the situation, stating that China “clearly [has] potential to put some of our capabilities at risk.
We have to pay attention to them. We have to respond appropriately with our own programs." 28
Certainly, the loss of America’s RQ-170 should be seen as a reason to pay attention to China. While there has been no significant evidence to suggest
any cooperative international efforts in reverse-engineering the drone, Iranian officials have stated that both Beijing and Moscow have requested to
inspect the mysterious “Beast of Kandahar.”29 Even if the drone offers little significant intelligence for Chinese and Russian programs, as some optimistic
security analysts argue, the very ability of foreign governments to gain access to lost American technology indicates potential for serious security
conflicts. To understand these risks, one has to consider the realities of drone technology. For one, drones were never designed to have lower crash
rates than piloted aircraft. In fact, drones have been found to be about 350 times more likely to crash than commercial aircraft.30 As one United States
official stated, “It was never a matter of whether we were going to lose one, but when.” 31 Secondly, the immense success of drones guarantees that
similar programs will continue to see the application of more advanced technology. In a way, these two principles suggest that the United States might
face an inexorable future of more lost technology. Furthermore, as China and Russia seek to increase their own capabilities in the field of robotics,
drone crash sites will gradually become priorities in foreign military circles. Events such as those involving the Lavi, the Nighthawk, the SEAL helicopter,
and the Sentinel indicate that this future is already unfolding.
American Capabilities

ABC News reports that the United States formally requested the return of the drone, and Iran responded by promising the delivery of a toy replica,
which Iranian citizens can purchase for four dollars.32 Mockery of this sort, albeit childish, suggests Iran is in no position to pursue civil negotiation with
the United States, meaning the United States must tread carefully when deliberating its next move. Additionally, Iran claims the drone came down due
to electronic warfare, whereas the United States insists the incident occurred because of a malfunction. 4 Either way, the event is shrouded in secrecy,
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uncertainty, and suspicion, and the request from the United States shows that the nation is particularly worried about the consequences of Iranian
possession. Unfortunately, it cannot do much more than wait and see how the situation develops and prepare for future consequences. For this reason,
the United States must continue to vigilantly monitor Iran’s actions and take the conflict of the Strait of Hormuz cautiously and seriously, as relations
between the two nations wobble precariously on the brink of catastrophe. 
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AWARENESS

Piracy: More than a Nuisance?

Sarah Wade

The Past, Present, and Future of Modern Piracy
Pirate kidnappings, hijackings and ransoms routinely make headline news, but the economic impact is rather insignificant. Given
the volume and profitability of maritime trade, pirate attacks do not constitute a major threat to the industry’s livelihood. Far from
cutthroat roving bands of marauders, piracy has been demoted from high seas terror to a mere nuisance. However, the numbers of
attacks have increased dramatically in the past several years. As pirates are becoming bolder there is more concern at the
international level to stop piracy.

Photo Credit: U.S. Navy photo
A U.S. Navy SH-60S Sea Hawk helicopter provides support to a visit, board, search and seizure (VBSS) team in a 7-meter rigid-hull inflatable boat, assigned to the guided-missile destroyer USS Kidd
(DDG 100). The VBSS team boarded the Iranian-flagged fishing dhow Al Molai after the dhow's master claimed he was being held captive by pirates. Kidd's VBSS team detained 15 suspected pirates
who were reportedly holding a 13-member Iranian crew hostage for the last several weeks.

I

nternational efforts to stop piracy include treaties, naval patrols, and international monitoring organizations. There is a somewhat broad consensus
on the definition of piracy, yet there is little incentive for states to prosecute detained pirates. In addition, the simple fact that many pirate attacks
occurs in territorial waters of a state lacking a functioning government only compounds the problem. Thus, the suppression of modern piracy has

proved a challenge for international cooperation in the area of maritime law. A discussion of Somali piracy, its status of a failed state, and the number of
attacks that are perpetrated off the coast of the Horn of Africa will provide an understanding why modern piracy is so persistent.
History
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Piracy has existed as long as man has traveled the seas. The Golden Age of Piracy coincided with the Age of Exploration 33 during the 17th and 18th
centuries. The great imperial and colonial powers of Europe began to crackdown on piracy, particularly in the Caribbean, in the early 18th century as
Crown-backed plantations and other lucrative commercial activities became established in the New World. Permanent naval fleets and fortified garrisons
were established throughout the new territories in order to defend merchant ships against piracy on the high seas.
It was not until the end of WWII that another era of maritime expansion would occur. The sheer volume of commerce and shipping on the seas would
incite a revival of the threat from piracy. Scholars have identified several factors that have contributed to the contemporary resurgence of piracy:


The launching of larger ships that able to carry more cargo, yet manned by smaller crews;



The proliferation of light military arms; and



The expansion of sovereignty further into adjacent waters.

Innovations in ship building helped steward an increase in number, size, and carrying capacity of sea going vessels, and these ships were becoming
increasingly sophisticated, needing fewer crewmembers to operate. Estimates put the global merchant fleet at over 50,000 vessels carrying, and in 2010
these ships transported 7.7 thousand million tons of cargo. Cargo ships, container ships, and bulk carriers make up nearly 60% of ships in the world
fleet, with an additional 30% consisting of tankers. More vessels with slower cruising speeds and smaller crews made an ideal target for pirates, and the
number of attacks in high traffic water lanes increased.
The proliferation of small arms has also had an impact on piracy. During the Cold War both the Soviets and members of the Western bloc began arming
their supporters in the Third World, resulting in weapons trafficking that has only grown since the end of the Cold War. With more than 75 Million
produced, the ever present AK-47 assault rifle is an especially adept light arm for pirates because of its ease to operate and maintain, and its reliability
in the harshest of environments. The RPG-7 Rocket Propelled Grenade is another weapon that through proliferation in Third World countries finds its
self in the arsenals of most the world’s pirate fleets. The RPG provides sufficient firepower to threaten even large transport vessels because of the
smaller crews.
In the 20th century nations expanded territorial water claims in order to regulate commercial activities and the access and extraction of natural
resources, some by as much as 12 nautical miles up from the standard three mile stretch. This expansion of territorial waters tightened jurisdiction of
international navies, giving pirates more room to operate.
The Nature of Today’s Piracy Threats
The International Maritime Bureau34 (IMB) tracks reports of attacks, attempted
attacks and suspicious vessels through their Piracy Reporting Center. Pictured is
the Live Piracy Map 2011 generated by the IMB Piracy Reporting Center. It
shows piracy is concentrated in the Gulf of Aden (between the Horn of Africa
and the Arabian Peninsula); the Gulf of Guinea (off the west coast of Africa);
the Malacca Strait (between Indonesia and Malaysia); and the area surrounding
the Indian Subcontinent. It is obvious that the majority of attacks and
attempted attacks occur near the Gulf of Aden. As of February 1, 2012 there
have been over thirty attacks or attempted attacks reported to the IMO Piracy
Reporting Center.

33

The Age of Exploration was a time of discovering of intense exploration and navigation that began in the 15 th century and continued through the 17th and 18th centuries. Portuguese and Spanish sea
goers searched for new trade routes to the Indies, but in the process established European contact with peoples of Africa, Asia and the Americas.
34
The International Maritime Bureau was established in 1981 as a division of the International Chamber of Congress to coordinate the international response to maritime crime, fraud, and malpractice.
The Piracy Reporting Center was created in 1992 and is based in Kuala Lumpur Malaysia to report attacks and issue warnings to vessels in at risk areas. http://www.icc-ccs.org/home/imb

Beowulf Defense and Security
Pittsburgh Pennsylvania
United States
http://www.beowulfdefense.com

Engaged | 17

February 2012
ENGAGED
A Look at Security, States and the Sea

# of attacks

IMO Piracy Statistics

The Piracy Reporting Center has been recording data of this kind since
1996. After a peak in 2000, the number of attacks sharply decreased as
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seen by the drop in the graph between 2002 and 2003. This could
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possibly be due to the increased military presence in the region due to US
and international troops in Iraq. Since 2004 there has been a positive
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trend. In just six years between 2004 and 2010, the reported number of
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attacks rose from 150 to nearly 500. In addition to the increasing number
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of piracy attacks on merchant vessels, the weapons being used to board
vessels or intimidate the crew have become increasingly violent, including
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automatic rifles, RPGs and other light weapons.

0
1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010
Year

Despite the rising number of pirate attacks annually, piracy is not
considered a significant economic threat. Figures calculating the cost of

piracy range in the lower tens of billions, insignificant compared to revenues of maritime trade that are cited at over $7 trillion USD. Apart from ransoms
demanded by pirates for the return of vessels and crew, the economic cost mainly stems from increases in insurance premiums. For example, insurance
rates have risen from $500 USD in 2008 to $20,000 USD per voyage in 2009 because of the increased threat from piracy. Most maritime monitoring
organizations suggest avoiding pirate prone areas all together. This adds another cost as the alternative route does not lead ships through the Gulf of
Aden, but instead around the Cape of Good Hope, adding over 3,000 miles to the journey.
Pirates generally target cargo and container ships, but there is a growing concern for oil tankers and other vessels transporting oil or other energy
resources. Over 20,000 ships, transporting approximately 12% of the world’s oil, navigate the waters of the Gulf of Aden, the most dangerous area for
maritime piracy. In 2008 a Saudi oil tanker, the Sirius Star, was hijacked by Somali pirates about 450 miles from the port of Mombasa, Kenya and
loaded with over two million barrels of oil. This hijacking raised concern because it was the largest energy vessel ever hijacked, further offshore than
Somali pirates have ever been known to operate, and out of reach of patrols in the area. Another hijacking occurred in 2009 off the waters of Nigeria
capturing oil and diesel vessels. Attacks on energy vessels constitute a significant percentage of pirate attacks, between 10% and 12%. The number of
attacks on oil tankers reach a record high in 2009 with 43 attacks, a nearly 40% increase from 2008. There is concern that attacks of this nature will
increase as oil tankers have huge potential payouts. Threats in the world’s major maritime shipping lanes have the potential to redirect thousands of
barrels of oil, putting pressure on oil prices.
Legal definition and Legal Issues
The Freedom of the Sea’s Doctrine35 has been the historical approach to define sovereignty of the world’s oceans. However, around the beginning of the
20th century international fishing practices, natural resource access and extraction, pollution concerns, and international trade and transport in the
context of increasing interdependence and globalism challenged the viability of this doctrine. The First Convention on the Law of the Sea (UNCLS) was
held in 1958 to address these new challenges which were revisited again in 1960 during the Second Convention, but both only briefly mentioned piracy.
In 1982 the United Nations hosted the Third Convention on the Law of the Sea. Again, the main concern was the expansion of national sovereignty to
include waters where the state believed it had the right to extract resources:

35

17th century principle limiting national rights and jurisdiction over the oceans to small area around the nation’s coastline.
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“…Piracy was a minimal concern for all parties involved… having faded to historic lows… But when pirate attacks were to resurge
two decades later [in the 2000s], the few warships assigned to patrol international waters would find their boundaries significantly
restricted, especially near the busiest traffic channels…”
Article 87 of the Treaty states that the high seas are open to all states, and Article 88 affirms that the high seas are reserved for peaceful purposes. Not
only is there an international recognition of the universality of the high seas, but the UNCLS also gave an international consensus on the legal definition
of piracy. The UN Treaty on Laws of the Sea 36, adopted during the Third Convention, identifies the illegalities of piracy. Article 101 defines piracy as “an
illegal act of violence or detention committed for private ends on the high seas against another ship”. The Treaty also gives jurisdiction to all states to
capture and detain pirates on the high seas. Article 105 states that:
“on the high seas, or in any other place outside the jurisdiction of any State, every State may seize a pirate ship…and arrest the
persons and seize the property onboard. The courts of the State which carried out the seizure may decide on the penalties to be
imposed…”
This article gives any State the ability to pursue and apprehend pirates in international waters. Additionally it gives the State who arrests the pirates the
authority to decide on the punishment. However, the process of prosecuting pirates remains an area of confusion and frustration in maritime law.
A Focus on Somalia
Somali pirates are perhaps the best known and most feared of pirates roaming the oceans. The motivations for piracy are political and economic in
nature, and the situation in Somalia is ripe for piracy. Somalia’s failed state status could be the reason why piracy is so prominent in waters off of the
Somalia coast. Somalia has been without a central government since the fall of strongman Siad Barre’s regime in the early 90s. In the wake of civil war
and lacking a functioning centralized government structure, political goods 37 such as rule of law and economic subsistence are virtually nonexistent.
Political instability and poor socio-economic conditions lead to local populations to commit piracy, and the lack of effective military or legal institutions
encourage piracy by the Somali population and in Somali territorial waters. This means that Somalia is unable to patrol its waters to prevent piracy nor
is it able to address the socio-economic conditions that motivate piracy. Naval patrols are unable to patrol Somali waters and do not have the legal
jurisdiction (Article 105) to apprehend pirates in Somalia’s territorial waters. Somalia’s status as a failed state makes it unable to apprehend and
prosecute pirates of Somali origin or piracy that takes place within its territorial waters, raising legal complications for outside states that have a material
interest in the attacked or hijacked ships or the states that are participating in antipiracy patrols in the Gulf of Aden. This illustrates the complicated
legal issues dealing with piracy.
UN Security Council Resolution 1976 recognized the need to address the socio-economic land based motivations for piracy on the high seas. The
Resolution stresses the need to establish conditions in Somalia for sustainable economic growth to address the underlying causes of piracy, primarily
poverty, as an important and necessary step to contribute to “a durable eradication of piracy and armed robbery”. Resolution 2015 recognizes that
piracy off the coast of Somalia not only threatens law and order in this failed state, but also threatens other States in the region and international
navigation. The international community has recognized that the socio-economic triggers must be rectified in the search for a long term solution. States
that wish to prosecute pirates may have few resources to do so, this requires international collaboration to prosecute pirates.
Piracy also undermines regional stability, not just international trade. What affect has piracy had on regional relations and stability? Somalia’s neighbors
are impacted by these increasing insurance costs and alternative trade routes caused by the threat of piracy off the Somali coast and this is affecting
their economic growth. Piracy in these waters allows corruption to flourish and warlords or piracy ring leaders to enjoy unchecked power, hindering
36
37

The Treaty on the Law of the Seas has not been ratified by the US Senate
Functioning states must supply political goods in order to be seen as legitimate by its citizens. Political goods include security, law and order, health care, education, and infrastructure.
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capital formation and economic development in Africa. Multinational companies are wary to invest in this region when the necessary political and social
conditions for regional stability are absent.
Deterrence as a Solution, or Solutions as a Deterrent?
There are several options for combating maritime piracy which fall into three main categories:


Onboard deterrent mechanisms;



Naval deployment and other patrols in affected areas; and



Programs that target the social and economic motivations for piracy.

While options one and two may offer some immediate relief from piracy, experts unanimously stress that “the only effective long-term piracy deterrent
is a stable state” (Hanson, Stephanie. "Combating Maritime Piracy." Council on Foreign Relations).
On board deterrents include fire hoses, deck patrols, deck lighting, flare guns, and the recently developed electric screen and long range acoustic device
(LRAD). The LRAD was developed following the bombing of the USS Cole as a nonlethal deterrent by producing a loud warning noise and even painfully
high and loud frequencies.
A more high-tech class of onboard deterrents is being developed for use in combating piracy and is being utilized to alert ships that may be in
dangerous waters and to respond to ships that are in distress. Technology used by the IMO to update their Live Piracy Map should be accessed by all
sea going vessels to ensure they are aware of possible trouble areas. An example of the use of technology to deter pirate attacks is ReCAAP’s
Information Sharing Center (ISC). After the Gulf of Aden, piracy is most prevalent in the Straits of Malacca and the South China Sea in Southeast Asia.
The Regional Cooperation Agreement on Combating Piracy and Armed Robbery against Ships in Asia (ReCAAP) was established in 2004 as the first
regional IGO38 dedicated to fighting maritime piracy. ReCAAP also established the Information Sharing Centre (ISC) which is similar to the IMO’s Piracy
Reporting Center. The ISC enables member states to quickly exchange information about piracy attacks so as to improve responses. ReCAAP ISC
operates using a secure web based information system that enables ships to communicate with a Focal Point, an informational center which is linked
and able to communicate real time and send assistance when able. Forbes and Wallace Ltd. has also come to the aid of mariners with the OceanusLIVE
Crowd Sourced Intelligence System. (Full Disclosure: Beowulf Defense and Security is a public supporter of Forbes and Wallace Ltd. and OceanusLive).
Glen Forbes, and Ryan Wallace—The co-founders of ForbesWallace Ltd, providers of OceanusLive were the creators of Maritime Security Centre (Horn of
Africa), during their time serving as Royal Navy officers in the EU's very first maritime operation, Operation Atalanta.
In recent years international navies have been increasingly utilized to prevent or deter piracy with naval patrols and convoys in at risk waters. This
current policy has resulted in navies from more than two dozen countries around the world patrolling international waters. Navies in neighboring waters
could be called on in times of extreme need, but the operating costs of naval patrols (RAND cites at $50,000 USD per day) is too costly and does not fix
the causes of piracy. The waters that need patrolling are too large for this to be a viable plan, and the ratio of merchant vessels to navy patrols is too
large. Additionally, navies are only able to track and apprehend ships in international waters. This means they cannot engage ships under attack in
territorial waters, as is the case for most pirate attacks in the Gulf of Aden that occur within the jurisdiction of Somalia. Ending patrols whose mandate is
to patrol waters as anti-piracy initiatives would enable the funding that will be saved to potentially be invested into programs targeting socio-economic
factors that motivate piracy in the Horn of Africa, particularly targeting the conditions in Somalia.
The third, most viable, and also the most difficult option is establishing stable governments that are committed to anti-piracy measures. There have
been two cases in Somalia where quasi state authorities have tried to demonstrate its abilities to the international community by combating piracy on its

38

Inter-Governmental Organization: a multilateral group composed of governments or heads of states cooperating in a specific issue area or areas
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shores. For example, when the Islamic Courts Union had effective control of the government in southern Somalia in 2006 the government put an end to
piracy during its 6 month period in power. Jonathan Stevenson’s article ‘How to Stop the Somali Pirates’ on Forbes.com remarks:
“…The unavoidable policy conclusion is that taming Somali pirates will ultimately require rebuilding the Somali state in such a way
that young men can find viable means of support other than maritime banditry…”
However, the world has been struggling to rebuild the Somali state for nearly two decades. Though the international community may not have all the
answers for establishing law and order in Somalia, it is the key for establishing law and order in the seas off its coast in the Gulf of Aden.
The groundwork has been laid for international cooperation on this issue by UN resolutions and the Convention on the Law of the Sea and by several
regional maritime organizations. But as current attention is mostly directed toward a more nefarious threat, terrorism, piracy has been treated as little
more than a nuisance. The human cost of piracy has always been viewed as regrettable, but the economic burden has not been significant enough to
invoke sufficient attention by international shipping companies or State governments. But with pirates becoming bolder and targets becoming larger and
more valuable there is potential for piracy to become an economic burden warranting more international attention. 
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CORPORATE PARTNERS

Beowulf is committed to providing superior levels of service in all its operational domains. It is
through our corporate and strategic partners that we can provide the services and intelligence our
clients deserve.
OCEANUSLive by ForbesWallace Ltd.
Brought to the industry by the team that created the highly successful and multi-award winning,
Maritime Security Centre (Horn of Africa), and the innovative military collaboration tool used by
EUNAVFOR and naval forces fighting piracy, OCEANUSLive is the next step in enhancing the security
and safety of the seafarer and shipping in the ever-dangerous seas. It is a model that can be
adopted and adapted to meet the needs of not just MDA in the Horn of Africa, but in the regions
where piracy continues to flourish—Gulf of Guinea, South China Sea, and South America.
The Institute for Defense and Government Advancement
The Institute for Defense & Government Advancement–a division of IQPC—is a non-partisan
information-based organization dedicated to the promotion of innovative ideas in public service and
defense through live conferences and events. We bring together speaker panels and events
comprised of military and government professionals while attracting delegates with decision-making
power from military, government, and defense industries.
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BEOWULF INTERNSHIPS

Beowulf Defense and Security offers independent and guided research internships to collegiate
students interested in a broad range of domestic and international defense and security topics.
These internships are designed to bolster students understanding of how government, law
enforcement agencies, and private industry make the necessary decisions to mitigate risks from
threats ranging from terrorism to overt acts of war.
BeowulfDefense.com/Internships
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INVITATION

Beowulf welcomes the writings of guest authors and analyst. If you wish to write as a guest author,
please include your name and phone number for verification, along with the organization you
represent (if applicable). Anonymous articles are not published, and all articles are subject to editing.
We ask that any submission be to exclusively for Beowulf, and we regret that we may neither print
nor acknowledge all of the correspondence we receive.
To submit an article, please email it to the address below with the subject "Article for Publication."
Contact_Us@BeowulfDefense.com
Beowulf may make edits to maintain the integrity of factual content. There is no limit on length,
however topics should be generally related to defense or law enforcement technology and policy
domestically or internationally. We have no limit as to how many submissions you make. For first
time writers, please include a short biography to be used as well.
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FINAL WORDS

“There will always be disputes between nations which, at times, will inflame the public and threaten
conflicts, but the main thing is to educate the people of the world to be ever mindful that there are
better means of settling such disputes than by war.”
—Frank B. Kellog
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